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Static Detection to Memory Leak Based on Model Checking
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Abstract: In C language that support dynamic memory operations, the usage of pointer brings about memory leak which is
the key factor that causes system performance degradation. For the inadequacy of existing approaches, a method of static
detection to memory leak based on model checking was proposed in this paper. By modeling memory leak vulnerabilities
based on the attributes of a pointer, the method instrument the source code with corresponding constraint assertions, and
then verify the reachability of these assertions by model checking tools. Experimental results show that the method is ef-

fective and accurate.
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int main ( )
|
inta= 0;
int* b = (int* ) malloc (sizeof (int) * 10);
if (a! = 0) free (b);
return 0;
F
(2) BEEREBR—NAF= ]
XU 2B B T R a% B0F TR 1T 51
2o s R, Elan .

int main ( ) 1}

char * p, % g;

p= (char * ) malloc (sizeof (char) * 10);

strepy (p, “hello”);
q=p;
strepy (p,
free (p);

“world”) ;

free (q);
return 0;
!
(3) BRI BB W T I A AE =S (6]
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.
int main ( )
|
inti, p;
p = (int * ) malloc (sizeof (int) * 10);
for (i=0; i<6; i+ +) p+t +;
free (p);

return O;
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EX1 HMEIESEMENENREES
P.% p.g ToniBiE—HNFMRE, N p,q €
pP.
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SRET LA ECAFF R RS, W strdup. malloc,
calloc. realloc % ,iX B malloc F#/&. E » =mal-
loc( ), p_loc=0, p _mem=0.

MU 2 FEEHRAEEREEAN. R g=p, M g _
loc=p _loc, ¢ _mem=0.

M3 FHEBEEREMRN. R p+ + 0 p_
loc+ +,p _mem A IR p—n, W p_
_mem AZE, HA n € N.
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p_mem=1,p _loc NEE
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assert(q _loc = =0&& p _loc==0&& ¢q _
mem= =0); assert(g _mem ! =p _mem)
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(1) BFAHBIT:
int main ( )
f
int * p, *q, i,]=0;

p= (int * ) malloc (sizeof (int) * 5);
for (i=0; i<3; i+ +)
f
if (j=0)
p= p+ + 3
i
q=Dp;
q— =3
free (q);
q = NULL;
free (p);
p = NULL;
return 0;
}
(2) fEmE AT .
# include <assert. h>

int main ( )

l

int*p, *q,,j=0;

p = (int * ) malloc (sizeof(int) ¥ 5);
p_loc=0;

p_mem=0;

for (i=0; i<3; i+ +)
%
if (j=0)
p=pt+t;
p_loc+ +
?
qQ = ps
q_loc=p_loc;
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p_mem=0;

q=q—3;

q_loc=q_loc—3;

assert (q_loc=0&&q_mem=0&& p_mem=0);
free (q);

q_mem=1;

q = NULL;

assert (p_loc=0&&p_mem=0&& q_mem=0);
free (p);

p_mem=1;

p = NULL;

assert (q_mem ! =p_mem);

return 0;
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